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O manpas/sieHuu UHPOpMALTUU

JlemapTaMeHT TOCYyAapCcTBEHHONH TOJUTHKM B cdepe obijero obpa3oBaHUsA
MunobOpHayku Poccum HampamiseT sl cBefileHHsA paspaboTanHble BpemeHHO
komuccuei CoBera ®esnepanuu 10 Ppa3BUTUI0 HWHQOPMAIMOHHOIO OOIIecTBa
MeTOIMYECKEe PEeKOMEHJANINN O pa3MelleHNH Ha WHAOOPMAIIMOHHBIX _CTEHaX
obUINANbHBIX _ MHTEpHEeT-calTaX W JpYyrux  WHQOPMAIMOHHBIX _pecypcax

O6[[!€O6[2330B&T€HBHI>IX O[!FaHI/IBa!!HI;)I B OpPraHOB, OCYIIECTBJAAIOINMNX YIIDABJICHUE B
cdepe O6D330B&HI/IH, nHGOPMAIUHN O Oe3oImacHOM IIOBE€JEHUWH M HCIIOJIb3OBAHHUH CETH

"NuTtepHet".

Hupexrop [lenapramenTta
A.E.Iletpos
[Ipunoxxenue

[Tpunoxkenue. MeToamyeckre peKOMEH/IAIAN O pa3MellleHUH Ha MHHOPMaIMOHHBIX
CTeH/1aX, 0QUIIMAIbHBIX UHTEPHET-CAUTAaxX U JIPyTUX UH(POPMALIMOHHBIX pecypcax
0011e06pa30BaTeIbHBIX OPTAaHU3ANNI U OPTaHOB, OCYIIECTBIISAIOIINX YIIPABJIEHHUE B
cdepe obpazoBanus, HGOPMALIU O 6€30I1aCHOM MOBEJAEHUH U UCIIOJIb30BAHUH CETU
"NuTepHet"

dkcrnepramMmu U wieHaMu Bpemennou komuccuu Copera ®Pefepaliid MO Pa3BUTHUIO
“HOPMaIMOHHOTO 00IIIecTBa B paMKaX BBITIOJIHEHUS PEKOMEH IAIUI MapIaMeHTCKUX
crymaHuil "AKTyasbHBIE BOIPOCHI obecredeHusi OE30MMACHOCTA W PA3BUTHSA JIeTed B
“HGOPMAIIMOHHOM IpocTpaHcTBe", kKoTopble mponwta B CoBeTe Penepanuu 17 anpesis
2017 T., ObUIM pa3paboTaHbl METOAMYECKHE PEKOMEHJAIMA O pa3MeleHHH Ha
WHQOPMAIIMOHHBIX  CTeHAAX, OQUIHATBHBIX  HHTEPHET-caliTax ©  JIpyTUX
WHPOPMAIIMOHHBIX pecypcax 001eo0pa3oBaTeIbHBIX OpraHU3ali W OPraHOB,
OCYIIIECTBJIAIONNX yIpaBjeHne B cdepe obpazoBaHus, nHpopmaruu o 6e30IacHOM
IOBEJICHUM W HCIOJIb30BaHUU ceTH '"VHTepHer" (majee - MeToaHYecKue
PEKOMEeH/IaIHN).

Metoinueckre peKOMEHJAIlUM HAIlpaBjeHbl Ha KAa4YeCcTBEHHOE IIOBbIIIEHUE YPOBHS
MHGOPMAIIMOHHON JIeATETbHOCTH 00Ie00pa30BaTeIbHBIX OPTraHU3AIUid U OPraHOB,
OCYIIIECTBJIAIONINX YIIpaBieHUe B cdepe obOpa3oBaHUsA, B 4YacTU WHGOPMUPOBAHUSA
yJanuxcs, UX pojiuTesen (3aKOHHBIX MPE/ICTABUTEJIEN) U MeAaTOTUUYECKUX PAOOTHUKOB
00 OCHOBHBIX acleKTax HHGOPMAIMOHHON 6€30ITacHOCTH.

MeTroguueckue pPeKOMEHJAIUN TO3BOJIAT 00Imeo0pa3oBaTeIbHBIM OPraHU3aAIUAM U
opraHaM, OCYIIECTBJISIOIIM yIIpaBjieHue B chepe 00pa3oBaHUA, aKTyaTU3UPOBATh YIKe
HCII0JIb3yeMbIe U pa3MellleHHble MH(POpMAIMOHHbIE MAaTEPUAJIBI, TAK U ITOJITOTOBUTH UX
B CJTydae UX OTCYTCTBHS C yUETOM JIyUIIUX MTPAKTUK U PEKOMEH/TaIni.

B pPaMKaxX METOANYECKUX peKOMeHHaIII/If/i paccCMaTpuBalOTCA CJI€eAyIOITre NHCTPYMEHTDI:
1. I/IH(I)OpMaIII/IOHHI)Ie CTeH/bI,;

2. odunnagbHble HHTEPHET-PECYPCHI;


https://vip.1obraz.ru/#/document/99/557521968/XA00LTK2M0/
https://vip.1obraz.ru/#/document/99/557521968/XA00LTK2M0/
https://vip.1obraz.ru/#/document/99/557521968/XA00LTK2M0/
https://vip.1obraz.ru/#/document/99/557521968/XA00LTK2M0/
https://vip.1obraz.ru/#/document/99/557521968/XA00LTK2M0/

3. cpeacraa MaccoBOU I/IH(I)OpMaI_II/II/I (IHKOJIbeIe I'a3€Thbl, IIeJaroruyeCkrue nm3gaHnud 1
JZpYTHE).

NHdopMaunOoHHbIE CTEHbI

Ha wuHpOpManmoOHHBIX CTeHZaX B  00IIeo0pa30BaTENbHBIX  OpPraHHU3AIHAX,
PACIIOJIOKEHHBIX B (poiie yupexkeHU U B KaOMHeTaX, OCHAIEHHBIX II€PCOHATIBHBIMU
yCcTpoHicTBaMHM JIIA  BbIXoAa B ceTh 'IHTepHET', pEKOMEHJAyeTCs pa3MeCTUTh
nHpOpMaNMOHHbIE TAMATKH, COJiepKall[ie OCHOBHBIE COBETHI II0 0bOecleueHUuIo
“HOPMAIMOHHOU 6€30TaCHOCTHU YUIAIIINXCA.

B mpunoxkennu NO 1 Kk MeTOANYECKUM DEKOMEHIANINAM IIpeJicTaBaeH 00pa3el] maMATKI
JUUIS pa3MelleHusA Ha UHPOPMAIlMOHHBIX CTEH/IaX.

Cpeactea maccoBom MHGopMaLmn

B cpenmcrtBax MmaccoBout wuHGOPMAIUHM, OpPUEHTUPOBAHHBIX HAa OO0yJaroIIUXCs,
PEKOMEH/IyeTCsl B TeUeHHe yueOHOTOo Tofja PeTry/IApHO Iy0InKoBaTh HHGOPMAIMOHHBIE
MaTEePUAJIBI, TIOCBAIIEHHbIE OT/IEJIPHBIM acleKkTaM MHGOPMAIMOHHON 0e301MacHOCTH, a
TaKKe pa3JINYHbIE MAMATKH 00IIIEero Xapakrepa.

B cpeacrBax MaccoBoil HWHGOpMANWU, OPHUEHTHUPOBAHHBIX HA I€JarOTHYECKYIO
OOIIIeCTBEHHOCTh, PEKOMEHJYETCSI B TeYEHHE KaJEHJAPHOTO TO/a PETYJISIPHO
my0sinkoBaTh MHGOPMAIlMOHHBIE MaTepHUaJibl, MOCBAIIEHHbIE OTJEeJIbHBIM acleKTam
“HOPMaIIOHHOU 6e30macHOCTH KaK HeCOBepIIEHHOJIETHUX, TaK u
00111e00pa30BaTeIbHBIX OpPTraHU3aIUi, a TakXKe pa3JINdHble TaMATKH, 0030pbI
HOPMAaTUBHO-IIPABOBOTO  PeryJIMPpOBaHUA JIaHHOW cdepbl u uHPOpMALUIO O
aKTyaJIbHBIX MEPOIIPUATHUAX U COOBITUAX B JAHHOU cdepe.

B xome mnpoBemenusi EawHOro ypoka mo 0Oe3omacHOCTH B ceTu ' VIHTEpHeET'
pekoMeHayeTcs1 00ecleunTh BBIMYCK TEMATHUECKOTO BBIMyCKA CPEACTBA MacCOBOH
nHGOpPMAUU JTUO0 CEPUU IMyOJTUKAIIUH, CPEAN KOTOPBIX PACCMOTPETh OPraHU30BAHHBIE
MeponpuATUs A OOyJalInuxcs, WX poauTesed (3aKOHHBIX IPEACTaBUTENEN) U
MeZJaroruYecKoi OOIIECTBEHHOCTH.

OdvmumanbHble IHTEpHeT-pecypcesbl

OO11e00pa3oBaTeIbHBIM OpPraHU3AIMAM PEKOMEHYeTCs Ha CBOMX O(UIIUATIBHBIX
HHTepHeT-pecypcax  obecrieuuTh  (QYHKIMOHUPOBAHUE  CAMOCTOSITEJIBHOTO U
CIleraIu3upoOBaHHOTO paszena "HHdopMmanumoHHass 0e30IacHOCTh', B paMKax
KOTOPOTO IIPEAYCMOTPETDh Pa3MellleHre ceayIoIiel nHpopMaIiuu:

®opmar
N Pazgen/monpaznen MIPEICTABICHUS Coneprkanne MaTepuagoB
MaTepuasoB

JIokanbHbIE Pa3zmemiarorcst konuu TOKYMEHTOB, T.€.
1 HOPMAaTUBHBIE aKThl B | Komum J0KyMEHTOB B | CKAHUPOBAHHBIA BapUaHT JOKYMEHTA,
" | chepe  obecmeuenus | popmare *PDF COOTBETCTBYIOIIMK  TpPeOOBaHMSIM K

nH(OPMAITMOHHOU napamerpam CKaHHUPOBAHMSI.

0€e30MMacHOCTH Pasmemarorcs JIOKYMEHTHI,
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o0yyJarommxcs periIaMeHTHPYIOIUE OpPTraHU3alUI0 U
paboTy ¢ TEepCOHANBHBIMH JIaHHBIMH,
TUTAHBI MEPOTIPUSATHIA IO 00ECTIEYCHUIO
uH()OpMaAITMOHHON 0e301acHOCTH
00yJaromuxcs U JpyTue.

[1yOnukyroTCsl akTyanbHbIE CBEICHUS O
(benepanbHBIX u pPEruoHaANIbHBIX
3aKOHaX, MUCbMax OpPraHOB BJACTU U

IpyTue HOPMAaTUBHO-TIPABOBBIC
JIOKYMEHTHI, perIaMeHTHPYIOLITHE
2 HopmartusHoe Konmu noxkymeHToB B | obOecrieueHue UH(POPMALMOHHOM
" | perynupoBaHue dbopmate *PDF 0€30MacCHOCTH  HECOBEPIICHHOJICTHHX.
Honyckaercs BMECTO KOIIHI
pa3memniarb THITEPCCHLUTKU Ha
COOTBETCTBYIOIIIE  JOKYMEHTHI  Ha
caiiTax ~ OpPraHoB  TOCYAapCTBEHHOMU
BJIACTH.
Paszmemarorcs METOANYECKHUE
Tekct Ha crpaHmie | PEKOMCHIAINH u yKa3bIBaCTCSI
Tearornueckim caiita uHpOpMAaIUs 0 MEPOIPHUATHSIX,
3. IPOCKTaX u nporpamMmax,
paboTHHKaM Konuu H0KyMEHTOB B | mam
PaBJICHHBIX Ha MOBBIIIICHHE
dopmare *PDF UH(pOPMALIMOHHON PaMOTHOCTH

negarorutdcCKux pa6OTHI/IKOB.

Pasmemaercs nH(pOpMalnOHHAs
naMmsaTka (opuwioxkenne Ne 2) wu
Ka3bIBACTCS HHOOpMaIH 0
Tekct Ha cTpaHuue y (bopman
4. | O6yyaroumcst caiita MEpONPHUSTHSIX, IIPOEKTax u
nporpammax, HaIpaBJIEHHBIX Ha
IOBEIIICHHE HH(pOpMAITMOHHOM
TPaMOTHOCTH O0yYaroIIHXCS.
Pomutensm (3aKkoHHBIM
Texkcr ©Ha crpanune | Pazmemaercs nH(pOpMalnOHHAs
5. | mpencTaBUTENAM) .
caiita namaTka (opusoxkenue Ne 3).

oOyJaromuxcs

Pa3zmemraercs nHpopManus 0
PEKOMEHIYEMBIX K HCIIOJIb30BAHHUIO B
yaeOHOM mporiecce 0e30MmacHbIX
caiitax, OaHHEpbl 0€30MaCHBIX JETCKUX
CalTOB.

Jllerckue ©Oe3omacHbie | TekcT Ha  cTpaHHIlE
CalThI caiita

OpranaM, OCYIIECTBJIAIOIINM yIpaBjieHue B cdepe oOpasoBaHUs, PEKOMEHYeTCS Ha
cBoux odunuanbHblx  VHTepHeT-pecypcax  obecneduTbh  (GYHKIIMOHUPOBAHHUE
CaMOCTOATEJIPHOTO W CIeNHAJIU3UPOBaHHOrO  paszaena  "MHdopmanmoHHas
06e30macHOCTh', B PpaMKaX KOTOPOro IPeAyCMOTPETh pa3MellleHue CcieAyollei
nHpopManuu:
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[Ipunoxxenue N2 1

[Tpunoxkenue 1. [TamaTka Ay obydaomuxcs 06 nHPOPMAITMOHHOMN 6€30I1aCHOCTH
nerei
HEJIb34

1. Bcem moapsa coobmaTh cBOIO YacTHYI mHopMaruio (HacTosAlue uMs, GaMuInio,
TesieOH, azpec, HOMEP IIIKOJIbI, a TakKe ¢GoTOorpaduu CBOU, CBOEH CEMbU U JIpy3€eH);

2. OTKpBIBaTh BJIOKEHHBIE (ANl BJIEKTPOHHOU TIIOYTHI, KOI/lAa He 3Haellb
OTIIpABUTEJIH;

3. I'pyOuts, IpuaupaThCs, OKa3bIBATh JABJIEHUE - BeCTU ce0s1 HEBEKIIMBO U aTPECCHUBHO;

4. He pacnopspkaiicsi JleHbraMu TBOEH ceMbH 0e3 paspelleHus] CTApIIuX - BCErja
CIpalmnBai pouTesnen;

5. He Bcrpeuaticsi ¢ VHTEepHET-3HAKOMBIMU B PEAJIbHOU KU3HU - IIOCOBETYMCSA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIb.

OCTOPOXKHO

1. He Bce mumyt nmpaBay. Yutaemib o cebe Hempasay B MHTepHeTe - cO0OIH 006 3TOM
CBOUMM POJIUTEJISIM HJIH OIIEKyHaM;

2. [IpuryiamniamT nepenuchBaThCs, UTPATh, 0OMEHUBATHLCA - IIPOBEPD, HET JIU ITO/IBOXA;
3. HezakonHoe konupoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerga pacckaspIBail B3pOCJIBIM O IPO0GJIEMax B CETH - OHH BCEr/ia IIOMOTYT;

5. Wcnonp3yit HacTpoUKU 06e30IacHOCTH W MPUBATHOCTU, YTOOBI He IMOTEPATH CBOU
AKKAYHTBI B COIICETSAX U JIPYTUX OpTaIaX.

MOYKHO

1. YBaxkall Ipyrux IoJib30BaTese;

2. [Tonp3yenibess HTEPHET-UCTOUHUKOM - JleJIall CChIJIKY Ha HETO;
3. OTKpbIBaM TOJIBKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. O0IaThCsA 3a MOMOIIBIO B3POC/IBIM - POJUTEIH, ONIEKYHBI U aJIMUHUCTPAIIUs CAliTOB
BCET/Ia [IOMOTYT;

5. Ilpoiimu oOyuenme Ha caiite "CeTeBUYOK' ¥ TIOJYYH ITACHOPT ITU(PPOBOTO
rpakjaHuHa!l

IIpunoxxenue NO 2

[Mpunoxenune 2. MHGoOpMaoHHAasA MaMATKA JIJIA 00YYAIOIIUXCSA I pa3MeIeHus Ha
odHUIIATbHBIX MHTEPHET-Pecypcax

C KaXkIbIM TOZIOM MOJIOJIE’KY B MHTEPHETE CTAHOBUTCS OOJIbIIIE, a IIIKOJIbHUKU OJTHU U3
caMbIX aKTUBHBIX MMOJIb30BaTesiel Pynera. Mexxy TeM, HIOMHMO OTPOMHOTO KOJTUUECTBA
BO3MOJKHOCTEN, WHTEPHET HECEeT W Ipo0JieMbl. JTa MaMATKa JOKHA MOMOYb Tebe
0€e3011aCHO HaXOIUTHCA B CETH.



KoMmnbroTepHbIE€ BUPYCHI

KoMmmplOTepHBIF  BHUpYyC - OTO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX ITPOTPaAMM,
OTJIMYUTETLHOU OCOOEHHOCTBI0O KOTOPOM fABJIsIETCA CHOCOOHOCTh K Pa3MHOXKeHHI0. B
JIOTIOJTHEHNE K 3TOMY, BHPYCHl MOTYT IOBPEAUTH WJIM IOJTHOCTHIO YHHUYTOXKUTH BCE
daitiel ¥ JaHHBIE, MOAKOHTPOJIBHBIE IIOJH30BATEN0, OT HMMEHU KOTOPOro ObLia
3amylieHa 3apakeHHas IporpaMMma, a TakiKe IOBPEAUTh HIN Jake YHUUYTOXKUTD
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHu (aiiylaMu B IleJIoM. B OOJIBIIMHCTBE CIIydaeB
PacCIpOCTPAHSIOTCA BUPYCHI Yepe3 UHTEPHET.

MeTo/1b1 3aIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcniosnib3yli coBpeMeHHbIe OllepalluOHHbIe CUCTEMBbI, UMEIOIUe Cepbe3HbI YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IIPOTPaMM;

2. [TocrosgHHO ycraHaBiuBai mavt (Iu@pPOBBIE 3aIJIATKU, KOTOPBIE aBTOMATHYECKU
YCTaHABJIMBAIOTCA C IEJbI0 JOPAa0OTKU IPOrpaMMBbl) M JIpyrhe OOHOBJIEHHs CBOEU
omepanmuoHHOU cucteMbl. CKaumBall UX TOJIBKO € O(PUIIMATBHOTO calTa pa3paboTumka
OC. Ecu cymiecTByeT peXUM aBTOMAaTHUYECKOTO OOHOBJIEHM ST, BKJTFOUH €T0;

3. PaboTaii Ha cBoeM KOMIIBIOTEPE IO/ IIpaBaMU MOJIb30BaTENIs, a He aJIMUHUCTPATOPa.
ITO He MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTPAMM HHCTAJUTUPOBATHCSA HA TBOEM
IIEPCOHAIBHOM KOMITBIOTEPE;

4. Mlcriosib3yli aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOJIYKTHI N3BECTHBIX IIPOU3BOUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GpU3UYECKUU I0CTYN K KOMIIBIOTEPY /11 HOCTOPOHHUX JIUIT;

6. cnosp3yll BHellIHNEe HOCUTEeIU UH(OpMaIUy, Takue Kak (Jelika, IucK win daa
W3 UHTEPHETA, TOJIBbKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKkpbIBaili KOMIbIOTEPHBIE (DAMIIBI, TIOJyYeHHbIE U3 HEHA/IEKHBIX UCTOYHUKOB.
Haxxe Te (ailyibl, KOTOpbIe IPUCIAT TBOM 3HAKOMBIN. JIyullle yTOUYHU y HETO, OTIIPABJIAI
JIX OH Tebe uX.

Certu WI-FI

Wi-Fi - 370 He BUJl Ilepeayu JaHHBIX, HE TEXHOJIOTHs, a BCETO JIUIIL OpeH/, MapKa.
Eme B 1991 romy HujepsaHacKas KoOMIaHusA 3aperucrpupoBaia 6peny "WECA", uro
obo3zHauasio cymoBocoueranue "Wireless Fidelity", xoropslii mepeBoguTcs Kak
"GecrpoBOTHAS TOYHOCTD .

Jlo Hamiero BpeMeHM JlolIa Jipyras abOpeBuaTrypa, KOTOpas sBJAETCSA TaKOM Ke
TexHosioruei. ITo abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHMe OBLIIO JAHO C HAMEKOM Ha
CTaHAApT BbIcIel 3ByKOoBoW TexHWkH Hi-Fi, uTo B mepeBosie O3Hauyaer ''BBICOKAS
TOYHOCTH .

Jla, OecITaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeISAX U adPOIOPTax ABJISIETCS OTIUYHOU
BO3MOXKHOCTBIO BbIXOJla B WHTepHeT. HO MHOTrHME BKCIEepThl CUHTAKT, YTO
obmenoctymabie Wi-Fi ceTu He ABIAIOTCA 0€30MaCHBIMH.

CoBeTbl 110 0€3011aCHOCTH PA0OTHI B 00IIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepemaBaii cBowo snmuHyio mHopMmanuio uepe3 obmenoctymHble Wi-Fi ceru.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH MMAPOJIU OCTYIIA, JIOTUHBI U KaKHWe-TO HOMepa;



2. Mcnosp3yit 1 0OOHOBJISIH aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThI
obe3ormacuiib cebsi OT 3aKauKH BHPYyca Ha TBOE YCTPOUCTRBO;

3. IIpu ucnonws3oBanum Wi-Fi orxatoun dynknuio "OOmuit moctyn k daitiaMm u
npuHtepam”. JlanHasg &yHKOUA 3aKphITa MO0 YMOJTYAHUIO, OJHAKO HEKOTOPBIE
MIOJIb30BATEIN AKTUBUPYIOT €€ JIJIA y/100CTBA UCII0Ib30BaHUSA B paboTe wiu yuebe;

4. He ucnonp3yii mybosumunsiii WI-FI 11 mepemaun JTMYHBIX JAHHBIX, HAIPUMEDP JIJIA
BBIXO/Ia B COIUAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO IIOYTY;

5. Mcmonp3y# ToIbKO 3ammuineHHoe coequHeHue yepe3 HTTPS, a we HTTP, T.e. ipu
Habope BeO-azipeca BBOjiM uMeHHO "https://";

6. B wmobunbHOM Tenedone otrimoun ¢yaknuio [logkaouenue k- Wi-Fi
aBromaruuecku". He /romyckail aBTOMaTUYeCKOTO IOJIKJIIOUEHHS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConunajibHBIE CETU

CornuasibHble CETH aKTUBHO BXOJAT B HAIIly 3KHU3Hb, MHOTHE JIIOAU PAabOTAIOT U JKUBYT
TaM IOCTOSTHHO, a B Facebook y:ke 3aperucTpupoBaH MUJLTUAD]] YEJIOBEK, UTO SIBJISIETCS
OJIHOI CeIIbMOU BCEX >KHUTeJIeH IIaHeThbl. MHOTrHe II0JIb30BaTed He IMOHUMAIOT, UTO
nHopManus, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET ObITh HalJleHa Hu
HCIIOJIb30BaHa KEM YTOHO, B TOM YHcJyIe He 00s13aTeIbHO ¢ O0J1aruMu HaMepPeHUsIMU.

OCHOBHBIE COBETHI 10 OE30ITaCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHuYyb CHUCOK JIpy3eil. Y Tebs B APYy3bsaX He JOJDKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuinayn CBOIO YacTHYIO >ku3Hb. He ykaspiBail maposiu, TesedoHbl, aapeca, JaTy
TBOETO POXJAEHUA U JAPYIyI JIMYHYI0 HHQOPMAIUIO. 3JIOYMBIIUIEHHUKA MOTYT
HCNOJIb30BaTh Ja)ke HWH(MOPMAIUI0 O TOM, KaK Tbl U TBOM POJAUTENH IUJIAHUDPYeTe
MIPOBECTU KAHUKYJIbI;

3. 3amuiai CBO0 PEeIyTaIvIo - IEPKU €€ B YUCTOTE U 3371aBaii cebe BOIpOC: XOTeJT Obl
TBI, YTOOBI JIpyTrHUe M0JIb30BaTeIN BUEJIN, UTO ThI 3arpy:xkaemisb? [logymaii, npexae yem
YTO-TO OIYOJIMKOBATh, HATIUCATH U 3aTPy3UTh;

4. Ecsin ThI TOBOpUIIIB C JIIOJIbMU, KOTOPBIX He 3Haelllb, HE UCIIOJIb3yH CBOE peayibHOe
HUMs U JPYTYIO JUUHYI0 HHQOpMaLNU: UM, MECTO KUTEIbCTBA, MeCTO y4ebbl U ITpoyee;

5. N36eraii pazmenenus pororpaduii B UHTepHETE, Ie Thl N300pakeH Ha MeCTHOCTH,
110 KOTOPOU MOKHO OIIPEJIeJINTh TBOE MECTOIOJIOKEHUE;

6. IIpu perucrpanuu B COIUAIBHOU ceTU HEOOXOAUMO UCIOJIb30BaTh CJI0KHbBIE ITAPOJIH,
cocrosye U3 OykB 1 U@p U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;

7. Z[JIH COIII/I&JH)HOfI CETU, IIOYThI U APYIUux CalTOB HeO6XOI[I/IMO HCIIOJIb30BATb pa3HbIE
ImapoJin. Tor/:[a ecJiu Tebst B3JIOMAKOT, TO 3JIOYMBIIIJICHHUKH I10JIydaT AOCTYII TOJIBKO K
OOHOMY MECTY, a HE BO BCE Cpaa3y.

AJIEeKTPOHHBIE JE€HbI'U

OJIeKTPOHHBIE JIEHBIH - 5TO OUYE€Hb YAOOHBIN CIOCOO TIaTekel, OJIHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbI€ XOTAT MOJIyYUTh 3TU €HbIU.



SHGKTpOHHI)Ie A€HbI'l IIOABUJIMCb COBCEM HE€JAaBHO M MMEHHO H3-3a 3TOI'O BO MHOI'IX
TOCyaAapCTBax M0 CHUX IIOP HE IIPOITHMCAHO IIPO HUX B 3aKOHAX.

B Poccuu ke oHU (YHKIMOHHPYIOT U O HHX YK€ IIPOIMCAHO B 3aKOHe, IJle UX
paszessAoT Ha HECKOJIPKO BU/IOB - AaHOHUMHBIE M HE aHOHMMHbBIE. PasHHIla B TOM, YTO
AHOHHMHBIE - 5TO Te, B KOTODBIX paspellaercsa I[POBOAUTL omepanuu 0e3
naeHTUGUKAIMY II0JIb30BaTeIsI, a B HEAHOHUMHBIX HAeHTH(GUKAIMA I10J1h30BaTEIsS
ABJIseTCs 00513aTeIbHOM.

Taxske ciezyeT pasjanyarh JIEKTPOHHBbIE uaTHbBIE JeHbrH (PaBHBI TOCY/IapCTBEHHBIM
BaJIIOTaM) U 5JIEKTPOHHBIE HepUaTHBIE IeHbIU (He paBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 10 O€30I1aCHOM pa60Te C 9JICKTPOHHBIMH J€HbIraMM:

1. [IpuBsku K cuery MOOWIBHBIN TeslepoH. DTO caMblil yIOOHBIN U OBICTPBIM crOC0b
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBA3aHHbIN TesiedOH IOMOXKET, ecIu 3a0y/elb CBON
IUIATEXXHBIN apOJIb UJIK 3al/IeNIb HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Hcnonp3yit ogHOpasoBble maposu. [locie mepexosia Ha YCHJIEHHYIO aBTOPHU3AIUIO
Tebe yke He OyZIeT yrpoKaTh OMACHOCTh KPAXKU WJIM IepexBaTa IJIaTeKHOTO HapoJIs;

3. Beibepu cioxkHbIM maposib. [IpecTynmHHKaM OyfeT He MPOCTO yraZjaTh CJIOXKHBIN
napoJsib. HaziesxHble maposu - 3TO MapoJiv, KOTOphble coZiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0sl CTPOYHBIE W IPOIHCHBIE OYKBBI, ITUGPHI U HECKOJIBKO CHMBOJIOB,
TaKHe Kak 3HaK JIoju1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanpumep, $tRong!;;

4. He BBOAM cBOU JIMUHBIE TaHHBIE HA caliTaX, KOTOPHIM HE JJOBEPSIEIIb.
AJIEeKTPOHHAA MOYTA

DJIeKTPOHHAS IIOUTA - 9TO TEXHOJIOTUS U MPEIOCTaBIsAEMbIE €10 YCIIYTH 10 MEPECHUTKE U
MOJIyYeHUI0 3JIEKTPOHHBIX COOOIIEHUM, KOTOpble pacupefieiioTcsd B KOMIIBIOTEPHOU
cetu. OOBIYHO HJIEKTPOHHBIA ITOYTOBBIA SAINMHK BBIIVIAJHUT CJIEAYIONAM 00pa3oM:
HUMs_TI0JIb30BaTeIA(@UMA_JIoMeHa. Takke KpoMe Iepe/iladuul IPOCTOTO TEKCTA, UMeeTC s
BO3MOXKHOCTB Tepe/IaBaTh (pauiIbl.

OCHOBHBIE COBETHI 10 O€30ITACHON PaboTe C HJEKTPOHHOU ITOUTOM:

1. Hayto BrIOpaTh MpaBUJIBHBIN ITOYTOBBIN cepBUC. B MHTEpHETE eCTh OTPOMHBIN BBIOOD
OeCIUIaTHBIX IMOYTOBBIX CEPBHUCOB, OJIHAKO JIYYIIE JIOBEPATHh TEM, KOTO 3HAEIIb U KTO
TIEPBHIN B PEUTHHTE;

2. He ykaspIBaii B INYHOU MOYTE JIMUHYIO MHGoOpManuio. Hampumep, jydiie BbIOPATh
"My3bIKaJIbHBIN__(aHaT@" wiu "pok2013" BMecTo "Temails’;

3. Mcnosb3y#l ABYXATAITHYI0 aBTOPHU3AIUIO0. DTO KOTJ[a IOMHUMO IapoJisi HY?KHO BBOJIUTD
KO/JI, MpUChLIaeMbIH 110 SMS;

4. Bpibepu cII0KHBIN maposib. JIJ1A KaXkKJIOTO TOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM
Ha/IeKHBIH, yCTOMYUBBIN K B3JIOMY IIapOJib;

5. Ecoim ecTh BO3BMOXKHOCTh HAIMCaTh CaMOMY CBOUM JIMYHBIM BOIIPOC, UCIOJIB3YH 3Ty
BO3MO>KHOCTD;



6. Vcronb3yil HECKOJIBKO ITOYTOBBIX SIIITUKOB. IIepBBIM 1 YacTHOU NEPENHCKH C
azpecaTaMi, KOTOPBIM ThI JIOBEPSIEIIb. DTO SJIEKTPOHHBIN ajipec He HaJ[0 UCII0JIb30BaTh
IIPY perucTparnuu Ha GpopyMax U cauTax;

7. He oTkpbIBail (aiyibl U JIpyrue BIOKEHUs B IMUChMaX, Ja’Ke eCJIM OHU IPHUIILUTH OT
TBOUX Jipy3e. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiiisl;

8. Ilocne okoHuaHUs PabOTHI HA MOYTOBOM CEpPBHICE Iepef] 3aKPhITHUEM BKJIAIKU C
caiiToM He 3a0y/1b HaXKaTh Ha "BerATH".

Kuo6epOy/L/ITMHT WIN BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOystmHr - TIpecjiefoBaHUE COOOIEHUSIMU, COAEPKAIUMH OCKOPOJIeHUS,
arpeccuio, 3allyTUBaHWE; XYJUTAHCTBO; COIUAJIBHOE OOMKOTHPOBAHHE C IIOMOIIBIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOpHOE ¢ KNOEPOYIITMHTOM

1. He Opocaticsa B 60ii. JIyumuii cmoco0: MOCOBETOBAThCA KaK ceOsi BECTU U, €CJTH HET
TOT'0, K KOMY MO>KHO OOPaTUThCS, TO BHAUaJIe YCIIOKOUTHCA. EC/i Thl HAaUHEIIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €ellle O0JIbIIe PAa30KIKeIlh KOH(MJINKT;

2. YrpasJisaii cBoel kubeppelryTaueni;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CyHleCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHMMHBIM aKKayHTOM;

4. He crouT BecTy Xy/IMTaHCKUI 00pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET Bce
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiiHe 3aTpy/IHUTEIBHO;

5. Cobutroait CBOI0 BUPTYJIBHYIO YECTh CMOJIOZY;

6. UrHopupyii emuHuuHbI HeratuB. OpHOpa30Bble OCKOPOUTEIBHBIE COOOIEHUS
Jiy4diiie uirHopupoBath. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4aJbHOU CTaiuu;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUAMHU, B COIUATBHBIX
CeTAX eCTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIIpe/leJIEeHHbBIX a/IPECOB;

8. Ecim Tl cBuzerenp KubepOysuimHra. TBow AeHCTBHUA: BBICTYNHUTH IIPOTUB
npecjiefioBaTess, IOKa3aTb €My, YTO €ero JIeHMCTBUA OIleHUBAIOTCA HETraTUBHO,
MIO/I/IEPKATh KEPTBY, KOTOPOH HY»KHA IICUXO0JIOTHYECKast TIOMOIIb, COOOIUTH B3POCTIBIM
0 aKTe arpecCuBHOIO IIOBEJIEHUA B CETH.

MooOuiibHBIN Tes1edOoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBII
¢dyHKIIMOHAJ, U Temepb OHH MOTYT KOHKYpPHUpPOBaTh CO CTallMOHAPHBIMH
KoMmIbioTepamMu. OJIHAKO, CPECTB 3AIUTHI 11 MOJIOOHBIX YCTPOMCTB ITOKA OYEHb MaJIo.
TecTrpoBaHVE U MOUCK YA3BUMOCTEN B HUX ITPOUCXOAUT HE TaK WHTEHCUBHO, KaK JIJIA
ITK, To ke caMoe KacaeTcss U MOOMJIbHBIX ITPUJI0KEHHH.

CoBpeMeHHbIe MOOWIbHBIE Opay3ephl yiKe IPaKTUYeCKHd JIOTHAJM HACTOJIbHBIE
aHAJIOTH, OJTHAKO paciiupeHre QyHKIIMOHAIA BeYeT 3a COOOM OOJIBIIYIO CJIOKHOCTD U
MEHBIIYIO 3aIUIIEHHOCTb.



,Z[EUIEKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJI€HI/IH, 3aKpbIBalOIIIUE€ KPUTHUYECKHUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI /11 6€301MacHOCTH MOOMJIBHOTO TeyiedpoHa:

Hwuuero He sBJIsieTCs IO-HACTOAIIEMY OeciuiaTHBIM. Bysib OcTOpOsKeH, Beb Korja Tebe
TpejiaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHHIE
yCIIyry;

Hdymaii, mpexzae yeM otanpaBuTh SMS, doro wiu Buzaeo. Tl TOUHO 3HAENIb, I7le OHU
OyAyT B KOHEUHOM UTOTE?

Heo6xoamMo 0OHOBJIATH ONEPAIUOHHYIO CUCTEMY TBOETO CMapTdOHA;
Vcrosp3yit aHTHBUPYCHBIE ITPOTPAMMBI 77151 MOOHMJIbHBIX TeJIE()OHOB,;

He 3arpyxaif TpuioKeHHUsI OT HEU3BECTHOTO MCTOYHUKA, BEIb OHU MOTYT COZIEPKATh
BPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

[Tocsie Toro Kak Thl BBIUJIENIb C CAalTa, I/l€ BBOAWJI JIMYHYI0 MHGpOpPMAaNuio, 3aiau B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

[lepuoguuecku IpoBepsAl, Kakue MJIaTHbIe YCJIYTU AKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOII HOMepP MOOHMIBHOTO Tesie)OHA TOJIHKO JIIO/ISIM, KOTOPBIX THI 3HAEIIh U KOMY
Zl0Bepselllb;

Bluetooth mosxeH OBITH BBIKJIIOUEH, KOT/Ia ThI MM He IMOJIb3yellbesa. He 3a0biBaid
WHOT/Ia TPOBEPATH ITO.

Online urps1

CoBpeMeHHbIE OHJIAWH-UTPBI - 5TO KpAaCOUYHbIE, 3aXBaTHIBAIOIIME Ppa3BJIeUYEHUH,
00'beUHSIONINE COTHU THICSY YEJIOBEK IO BceMy MUpY. VIrpOKU HCCIIEAYIOT TaHHBIA UM
MHP, OOIIAIOTCSA APYT C JIPYTOM, BBITIOJIHSIIOT 33J]JaHUs, CPAKAIOTCA C MOHCTpAMU U
MOJIy4alOT OMBIT. 3a YJOBOJIbCTBHE OHHU IUIATAT: IOKYHAIOT JIMCK, OIUIAYMBAIOT
abOHEMEHT WJIU MPUOOPETAI0T KAKUE-TO OIIIHH.

Bce oTtu cpezcrtBa uAyT Ha NOAJep:KaHME M pa3BUTHE UTPhI, a TaKKe Ha caMmy
0e30IacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMbBI aBTOPHU3AIHH, BBIITYCKAIOTCS HOBBIE TTATUYH
(mudpoBeIe 3aIUIATKH JJ15 POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Uurpax CTOUT oracaTbCAd H€ CTOJIBKO CBOHX COIIEPHHKOB, CKOJIbBKO KpaKu
TBOE€TO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30ITaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ectu ipyroit urpok BezieT ce0s IJI0X0 MJIU CO3/1aeT Tebe HeIPUATHOCTH, 3a0JI0KUpYH
€ro B CIIMCKE UTPOKOB;

2. Tloxkasyiica aAMUHUCTpATOpaM UrpPbl Ha IJIOXO€ IIOBEJIEHUE 5TOr0 UTPOKa,
JKeJIaTeTbHO MIPUIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB,

3. He ykasspiBaiil 1nuHyo nHpopMaIuo B npodaiisie Urpsi;

4. YBaxkall IpyTux y9acTHUKOB I10 UTPE;



5. He ycranaBiuBali HeopunyaabHble IaTYU U MOJIBI;
6. cnosib3yli cj10:KHBIE U Pa3HbIE IAPOJIH;

7. ,Z[axce BO BpEMA HUI'DbI HE CTOUT OTKJ/JIIOYATb aHTHUBHUPYC. Iloka TBI urpae€nib, TBOU
KOMIIBIOTED MOTYT 3apa3UuTh.

OUIINHT WIN Kpaxa THYHbIX JaHHbIX

OOBIYHOM Kpakedl JIeHer U [IOKYMEHTOB CErojHsA YK€ HHUKOIO He YAUBHIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTHI 3JI0YMBIILIEHHUKH II€PEMECTIINCh B UHTEPHET, U
MIPOJIOJIKAIOT 3aHUMAThCS "JIIOOMMBIM" IEJIOM.

Tak mosiBUJIaCh HOBAs yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WU (DUIITUHT, TJIaBHAS 1IeJTb
KOTOPOTO COCTOWT B TIOJYYeHUU KOH(PUEHIIMAIBHBIX JIJAHHBIX II0JIb30BaTeNIed -
JIOTMHOB U napoJiei. Ha arrniickom s3bike phishing ynraercs kak ¢pumuHr (ot fishing
- ppIOHAs JI0BJIsI, password - mapoJIb).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Cnenm 3a cBOMM akKKayHTOM. Eciu ThI MOJO3pEBaellb, YTO TBOS aHKeTa ObLIA
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATh €€ U COODIIUTh aIMIHUCTPATOPAM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Ucnosb3yil Oe3omacHble BeO-CaliThl, B TOM YHCJIE, WHTEPHET-MAara3muHoOB U
IIOUCKOBBIX CHCTEM;

3. Mcnomnp3yii c1o:kHbIE U pa3Hble naposu. Takum o6pa3oM, ecyin Tebs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY IIOJIy4YaT JIOCTYII TOJIBKO K OTHOMY TBOeMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecyint Tebs1 B3710MaITH, TO HEOOXOAUMO IPEAYIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
n00aBJIeHbI Yy TeOA B JIPY3bsAX, O TOM, YTO TebOs B3JIOMaJM U, BO3MOXKHO, OT TBOETO
“MeHH OyZIeT pacChUIaThCA CIIaM M CCHUIKU Ha (PUIITUHTOBBIE CAUTHI;

5. YcranoBH HajiexkHbIN n1aposib (PIN) Ha MOOMIIBHBIN TetedOH;
6. OTKJTIIOUH COXpaHEHHe MapoJis B Opay3epe;

7. He oTkpbiBall (pailyibl U APyrye BJIOKEHUSA B MUCHhMAX, JaKe €CJIM OHU MPUILLIN OT
TBOUX Apy3ei. JIyulie yTOUYHH y HUX, OTIIPABJISIN JI OHU TeOe 3TU Daiisbl.

IHudposBasa pemyranusa

[{udpoas pernyranus - 3TO HeETaTUBHAsA WJIN NMO3UTHBHasA WH(OpMaIus B CETH O Tebe.
Kommpomerupyromasa nHopmanus, pa3MellleHHas B UHTEPHETE, MOXET CepPhe3HbIM
00pa3oM OTpas3uThbCsA HA TBOEU peasbHOU ku3HU. "lludpoBas pemyrarus” - 3TO TBOU
UMUK, KOTOPBIU (popmupyeTtcs u3 nHdopMmanuu o Tebe B UHTEPHETE.

TBoe MeCTO JKUTEJbCTBa, y4yeObl, TBOe (PUHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTU
XapakTepa U paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIJIUBAETCS B CETH.

MHoTrHe NOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K ITyOJTUKAIUH JIMIHOU HH(POPMAIUHU B
HuTepHETE, HE MOHUMAS BO3MOKHBIX MTOCJIEICTBUM. ThI Ja’ke HE CMOJKEIb 10TaIaThCs
0 ToM, 9TO poTorpadusi, padMeIlleHHas 5 JIET Ha3a/l, CTajla IPUYUHOU OTKa3a MPUHSATD
TeOs Ha paboTy.



KomMmeHTapuu, pasmelneHue TBOuUX ¢oTorpaduili W Jpyrue JIeHCTBUS MOTYT He
HCUYE3HYTh Jla’Ke I0CJIe TOTO, KaK Thl MX yJIuIb. Thl He 3HAEINIb, KTO COXPAHUJI ITY
nHopManuio, momnaja JU OHAa B IOWCKOBBIE CHUCTEMBI M COXpAHWJIACh JIK OHA, a
[JIABHOE: YTO MOAYMAIOT O Tebe OKpY»KalolHe JIIO/IU, KOTOpble HAWIyT U YBUJAT 3TO.
Hatiti nadopManumio MHOTO JIET CITYCTS CMOXKET JII000H - KaK U3 IOOPBIX MOOYKIeHUH,
TaK ¥ ¢ HAMEPEHNEM MPUIYNHUTH BpPel. ITO MOKET OBITh KTO YTOTHO.

OcHOBHBIE COBETHI 110 3aIHUTE ITUOPOBOU PEIyTAI[UH:

1. I[logymaii, mpexkae 4yeM 4TO-TO IIyOJIMKOBaTh U IEpefaBaTh y ceOsa B Oyiore WA B
COLIMAJIBHOHU CETH;

2. B HacTpoiikax mpouisA yCTAaHOBH OTPAaHUYEHHS HA IIPOCMOTP TBOETO IPOMUIIA U €To
COJIEP>KUMOTO, c/ieIail ero TOJIbKO "I Apy3en’”;

3. He pasmernaii u He ykaspiBaii HHGOPMAIHIO, KOTOPas MOKET KOro-Ja100 0CKOpOJISAThH
WJIA OOUKATD.

ABTOpCKOE 1IPAaBO

CoBpeMeHHbIE IIIKOJBHUKHA - AKTUBHBIE ITOJIH30BATEH NHUMPOBOrO IPOCTPAHCTBA.
OnHaKO [laJleko He BCe 3HAIOT, YTO II0JIb30BaHWE MHOTUMH BO3MOXKHOCTSIMHU
dPOBOro Mupa TpedyeT cOOI0IeH s TPaB Ha WHTEJJIEKTYIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTe/IEKTyabHAasE COOCTBEHHOCTh' OTHOCHUTCSA K Pa3JIMIHBIM TBOPEHHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pDETEHWH U 3HAKOB, 0003HAYAOIINX
COOCTBEHHOCTh HA TPOAYKTHl U YCJIYTHU, W 3aKaHYMBAsA KHUTaAMU, ¢oTorpaduamu,
KUHOMWIBMaMH U My3bIKaJIbHBIMH IIPOU3BE/IEHUSI M.

ABTOpCKUE IIpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BE/IEHUS
HAyKH, JIUTEPATypbl U UCKyCCTBA. ABTOpPCKIUeE IIpaBa BBICTYNAIOT B KauecTBe rapaHTUH
TOTO, YTO UHTEJJIEKTYaJIbHBIN/ TBOPUECKUH TPy aBTOPa He Oy/IeT HAIIPACHBIM, IACT MY
CIIpaBe/JIUBblE BO3MOKHOCTU 3apaboTaTh Ha pe3yJsbTaTaX CBOETO TPYZAQ, IOJIYUYUTHh
HU3BECTHOCTH U Ipu3HaHue. HukTo 0e3 paspelieHus aBTopa He MOKeT BOCIIPOU3BOJUTH
ero IpousBefileHHe, PpacIpOCTPaHATh, MYOJWYHO J€MOHCTPUPOBATh, IPOJABATh,
HMIIOPTHUPOBATh, IyCKaTh B MPOKAT, IyOJIUYHO HCIIOJIHATH, IOKA3bIBATh/UCIOJIHATh B
adupe uim pa3MmeniaTts B IHTepHeTe.

Vcnonp30BaHue "IHPATCKOrO" MPOTPAMMHOrO obecreyeHus] MOMKET HPUBECTH K
MHOTHM PHCKaM: OT IOTEPH JAHHBIX K TBOMM aKKayHTaM /0 OJIOKUPOBKHU TBOETO
YCTPOWCTBA, I7le YCTAaHOBJIEHA HeJlerajbHas nporpamMma. He cTrouT Takke 3a0bIBaTh, YTO
CYIIIECTBYIOT JieTaJIbHbIE U OeCIlJIaTHbIE TPOTPAMMBbI, KOTOPbIE MOKHO HAUTH B CETH.

O moprase

CeteBUYOK.p - TBON TIJIaBHBIM COBETYUK B CeTU. 37ech Thl MOXKeIlb Y3HAThb O
0e30IMacHOCTH B CETH IIOHATHBIM M JIOCTYIIHBIM SI3BIKOM, a THPH BO3HUKHOBEHUH
KPUTUYECKON CHUTyallid OOpaTUTHhCS 34 COBETOM. A TakXKe NPHUHATH Yy4JacTHe B
KOHKYypCax U CTaTh CaMbIM IIU(MPOBBIM IPKAAHUHOM!

IIpunoxenue N° 3

[Tpunoxenue 3. I[lamaTka 7y1a pogureseit 06 MHGOPMAIIMOHHON 6€30IaCHOCTH JleTel
Onpenenenne TepMuHa "wWHOOpMAIMOHHAsA 0e30MacHOCTh JeTell”" COAEPIKUTCA B
®enepanpHoM 3akoHe NO 436-®3 "O zamwuTe setedi 0T WHGOPMAIUK, TPUINHSAIONIEH
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Bp€JI UX 3/IODOBHIO M PAa3BUTHUI", PETYIUPYIOIINM OTHOIIIEHUs, CBI3aHHbBIE C 3aIUTON
mered or WH@OpMAIWK, TPUYUHSIONIEH BpeJ HX 3/I0POBbI0 U (WJIM) Pa3BUTHIO.
CorstacHO JaHHOMY 3aKOHY "MH(pOpMAaIMOHHAsA 0e30MacHOCTh JIETEH' - BTO COCTOSIHHE
3alUIIEHHOCTHA, TPU KOTOPOM OTCYTCTBYeT PHCK, CBSI3aHHBIA C MPUYHMHEHHEM
nHdopmanuel Bpezia ux 37[0POBbI0 U (11n) PU3NIECKOMY, ICUXUIECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cmny ®enepasmbHoro 3akoHa NO 436-®3 wHopmaruein, NPUUYUHSIONIEA BpeT
3710POBBIO U (MJIN) PA3BUTHIO JIETEH, ABIISIETCS:

1. uHDOpMAaIHA, 3aIpelleHHas I/I pACIIPOCTPAHEHUsI CPETH IETEN;

2. nHdoOpMaNuA, pacIpocTpaHeHNEe KOTOPOH OrpaHUYEHO CPefU JeTel OIpesieJIEHHBIX
BO3PACTHBIX KAaTETOPHUH.

3. K uadopmanuu, 3anpenieHHOH JJ1si paCIIpOCTPAHEHUs CPeAU JeTel, OTHOCUTCS:

4. napopManus, MoOykaatomas JeTell K COBEPIIEHUI0 JEHCTBUM, MPEACTaBIIIONINX
yTpo3y WX KU3HU U (WIM) 370pOBBIO, B T.4. IPUUYMHEHHUIO Bpela CBOEMY 370POBBIO,
caMOyOUHCTBY;

5. CIIOCOOHOCTh BBI3BATh Yy JIeT€H »KejlaHHEe YIOTPeOUTh HAapKOTUUYECKHEe CPEZCTBA,
IICUXOTPOIIHbIe ¥ (WIM) OAypMaHUBAIOIINE BEIECTBA, TabayHble U3JEJHA,
AJIKOTOJIPHYIO U CITMPTOCO/IEPIKAIILYIO MTPOAYKIIUIO, TMBO U HAIIUTKHU, U3rOTABJIHBAaeMbIe
Ha €ro OCHOBe; NMPHUHATh y4YacTHe B a3apTHBIX HMIPaX, 3aHUMATbCS ITPOCTUTYIIHEH,
OpPOJISI?KHUYECTBOM WJIU IIOIIPOIIaHHUYECTBOM;

6. O00OCHOBBIBAWOIASI WJIM OIPaBAbIBAIONIAA JOIYCTUMOCTh Hacwiausad u (uim)
JKECTOKOCTU JUO0 TOOYK/AIoas OCYIeCTB/IATh HACUJIbCTBEHHBIE JIEHCTBUS IO
OTHOIIEHHUIO K JIIOISIM U KUBOTHBIM;

7. OTPHUIIAIONIASA CeMeHHbIe IeHHOCTH U (OpMHUPYIOIIAs HEyBaXKEHUE K POAUTENISIM U
(wn) IPpyTUM WiIeHaM CeMbU;

8. ompaszpIBaoIas IPOTUBOIIPABHOE ITOBE/IEHUE;
9. cozieprKaIas HereH3ypHYy0 OpaHb;
10. coziepkarnias nHGOPMAIHUIO0 TOPHOTPapUUeCKOro Xapakrepa.

K nndopmarnuu, pacnpocTpaieHre KOTOPOU OTpaHUYEHO CPe/IU JleTel oIpe/ieIeHHOTO
BO3pacTa, OTHOCUTCA:

1. uadopMalus, IpeAcTaBiasieMas B BUAe U300paKeHUsI MJIN OIMHCAHUA KECTOKOCTH,
¢usrueckoro u (MIM) TCHXWMYECKOTO HACHJIHS, IPECTYIUIEHHA WJIH HWHOTO
aHTHUOOIIECTBEHHOIO JEeHCTBUA;

2. BBI3BIBAIONIAA y JIETEH CTpax, y:Kac WM IMaHUKY, B T.Y. IIPEJICTaBJIsIeMas B BUJE
U300parKeHUs WJIM OITMCAaHUsS B YHIDKAIOIIEH YeJ0BEeUecKoe JOCTOMHCTBO dopme
HEHACUJIbCTBEHHOU CMEePTH, 3a00JIeBaHUSA, CAMOYOHICTBA, HECYACTHOTO CJIy4asi, aBapUU
WU KaTacTpodbl U (MJIHN) UX ITOCIIE/ICTBUM;

3. mpeficTaBysieMasi B BU/ie U300paKeHUsA WJI OIUCAHUS MOJIOBBIX OTHOIIIEHUN MEXKIY
MY?KYHMHOU U JKEHIITUHOM;

4. coep:kalias OpaHHbIE CJIOBA U BBIPAXKEHU s, He OTHOCAIIMECS K HelleH3ypHOU OpaHu.


https://vip.1obraz.ru/#/document/99/902254151/
https://vip.1obraz.ru/#/document/99/902254151/

C yueTom sToro Bam npepsiararorces mpaBusia paboTsl B ceT IHTEpHET JIJIsT pa3IMYHbBIX
BO3PDACTHBIX  KaTEerOpHUH, COOJIIOJIeHNEe  KOTOPBIX  IIO3BOJIUT  O0ECIeYUTh
nHOpMaIMOHHYI0 6€30IT1aCHOCTD BAIIIUX J€TEM.

OO01mue mpaBwiIa Jisl poauTesied

1. HesaBumcumo oT Bo3pacra pebeHKa WHCIOJJL3yHTe IIpOorpaMMHOe obecliedeHue,
rmomorariinee (GUIBTPOBaTh M KOHTPOJIHUPOBATh WHGOPMAIIWIO, HO He IoJaraiTech
ITOJTHOCTHIO Ha Hero. Baille BHUMaHUe K peOEeHKY - TJIaBHBIH METO/T 3aI[UThI.

2. Ecytu Baimn pebeHOK MMeeT akKayHT Ha OJJHOM U3 COITUaIbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMAaTeJbHO H3Y4YHUTE, KaKyld HWHOOPMAIHIO
IIOMEINIAIOT €r0 YYAaCTHHUKU B CBOUX Npodmisax u Osorax, BkIouas Qororpadpum u
BU/IEO.

3. IIpoBepbTe, ¢ KaKUMHU JPYTHUMH CaHTaMH CBSI3aH COIMAJIbHBIA CepBHUC Baiero
pebenka. Crpanuuku Bamrero pebenka MoryT ObITh 0e30maCHBIMH, HO MOTYT U
COZIEP?KATh CChUIKU Ha HEXKeJIaTeJIbHbIE U OTIaCHbIE CAWThI (HampuMep, MTOPHOCAUT, JIU
CalT, HA KOTOPOM JIpyT YIIOMHUHAeT HOMEP COTOBOTO TejedoHa Barero pebeHka Win
Bamr qomarntaui aapec).

4. [ToompsiiTe Bamux gerer coobmaTh 000 BceM CTpaHHOM WJIM OTTAJIKHUBAIOIIEM U He
CJIMIIKOM OCTPO pearupyiure, KOrjia OHU 3TO JiesIaloT (13-3a olaceHus MOTepATh JOCTYII
Kk VIHTepHeTy [eTH He TOBOPAT POJUTENISIM O IMpobyieMax, a TaKKe MOTYT HAYaTh
HCIIOJIb30BaTh MIHTEPHET BHE I0MA U IITKOJIbI).

5. Bynbre B Kypce ceTeBol *ku3HU Bamiero pebenka. VIHTepecyliTech, KTO UX JAPY3bs B
W HTepHeT Tak ke, KaK HHTepecyeTeCh pealbHbIMU JIPy3bIMMU.

Bospacr ot 7 1o 8 et

B MHuTepHeTe pebeHOK cTapaeTcs MOCETUTh Te MU MHbIE CAaWThl, 8 BO3MOXKHO M YaThl,
paspelieHre Ha IOCEIIeHHe KOTOPHIX OH He MOoJydus Obl OT poxurteseil. Ilostomy
poauTesnsiM OCOOEHHO TMOJie3Hbl OyJlyT Te OT4YeThbl, KOTOpble IIPeOCTaBJIAIOTCS
IporpaMMaMy II0 OTpaHUYEHUIO HCIOJIb30BaHUA lHTepHeTa, T.e. Poaurenbckuil
KOHTPOJIb WJIM TO, YTO Bbl CMOKeTe YBHUJETh BO BpeMeHHbIX (aiiyax. B pesysbrate, y
pebeHKa He OyET OIIyIIeHUs, YTO 3a HUM BeJIeTCs IMOCTOSHHBIM KOHTPOJIb, OJTHAKO,
poauTenu OyAyT MO-TIPEXKHEMY 3HaTh, KaKHe CAUThI IOcelaeT nx pebeHOK. JleTu B
JJAaHHOM BO3pacTe 00JaJjal0T CHJIBHBIM YYBCTBOM CEMbH, OHU JIOBEPDUUBBHI U HE
COMHeBamwTcs B aBTopurerax. OHU JI00AT UTPATh B CETEBbIE UTPHI U IIyTelIeCTBOBATH 110
VHTEpHeTy, WCIOJIb3ysl BJIEKTPOHHYIO IIOYTY, 3aXOJAUTh HA CAUTBl U 4YaThl, He
peKOMeH/I0BaHHbIE POJUTEISAMH.

CoseTsl o 6e30macHOCTH B ceTu MIHTepHET /11 AeTelt 7-8 et

1. Co3paiiTe CIIMCOK JOMAIITHUX MPaBUWJI IocelleHus VIHTepHeTa IpU yJacTHU JeTeld U
TpeOy¥iiTe ero BHITIOJTHEHUS.

2. Tpebyiite oT Bamiero pebenka cobJirofieHUsI BPEMEHHBIX HOPM HaXOXJIEHUS 3a
komIbioTepoM. [Tokaxkute pebeHKy, yTo Bbl Hab071aeTe 32 HUM He MOTOMY 4TO Bam
3TO X0ueTcs, a IOToMy 4To Bbl GecriokouTech 0 ero 6e301acHOCTU U Beer/ia TOTOBBI eMy
IIOMOYb.

3. Komnbiotep ¢ noskioueHreM K VIHTepHETY JIOJI>KeH HaXOAUThCA B 00Illell KOMHaTe
IO/l IPUCMOTPOM POJIUTENIEN.



4. I/ICI'IO)II:-SYI‘/JITG criequajibHbI€ AE€TCKHE IIOMCKOBbIE MAllIMHbI.

5. Mcnosnb3yliTe cpeacTBa 6JI0KUPOBAHUS HeKeIaTeJIbHOTO KOHTEHTA KaK /I0NIOJIHEHUe
K CTaH/IaPTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

6. CosmaiiTe ceMeWHBIA 3JIEKTPOHHBIA SINHUK, YTOOBI HE TO3BOJIUTH JETSIM HMETH
cobCTBEHHBIE ajipeca.

7. Blokupy#Te MOCTyn K cakTaM ¢ OecCIyIaTHBIMU ITOYTOBBIMH SIHUKAMU C ITOMOIIHIO
COOTBETCTBYIOII[ETO IIPOTPAMMHOT0 00eCcIIeueHU .

8. Ilpuyuure JleTeli COBETOBaThCcsA € Bammu mepen omybOIMKOBaHUEM KaKOH-JTHOO
MHGOPMAIIUU CPEJICTBAMU 3JIEKTPOHHOU IOYTHI, YAaTOB, PETUCTPAIUOHHBIX (GOpM U
npoduiei.

9. Hayumure pereii He 3arpy:kaThb (ailipl, IpOrpaMMbl WJIH MY3bIKy 0e3 Balllero
coryiacus.

10. He paspemaiite [AeTAM HCIOJb30BaTh CJIYKObI MTHOBEHHOTO oOMeHa
COOOIIEHUSAMH.

11. B "GespIii" CIIMCOK CAaliTOB, pa3pelleHHbIX JJIs IOCEIIeH s, BHOCUTE TOJIBKO CAUTHI C
XOpOlllel pelnyTanuen.

12. He 3a0p1BaliTe GecesioBaTh C IeTbMU 00 UX JIpy3bsaxX B VIHTEpHeTe, KaK eciu Obl peub
1IJIa O JIPY3bsIX B PeasIbHOU KU3HU.

13. He nenatitTe "Taby" u3 BOIIPOCOB ITOJIOBOM JKU3HH, TaK Kak B VIHTepHeTe JIeTH MOTYT
JIETKO HATKHYThCS Ha MTOPHOTPAdUI0 UJIN CAUTHI "1 B3POCIIBIX .

14. Ilpuyuure Bamero pebGeHka cooOIIaTh BaM O JIIOOBIX Yrpo3ax WM TPEBOrax,
cBsA3aHHBIX ¢ THTepHETOM. OCTaBaUTECh CIIOKOWHBIMU U HAIIOMHUTE JIETSM, UTO OHU B
0e30macHOCTH, €CJIM CaMH paccka3ajii BaM O CBOMX TpeBorax. lloxBasuTe ux u
IIOCOBETYITE IOJIOUTH ellle Pa3 B MOI00HBIX CIyYasIX.

Boapacr aereti oT 9 10 12 JieT

B nanHOM BO3pacTe JieTH, KaK IPaBUJIO, YKe HACJIBIIIAHBI O TOM, Kakasg MHOpManusl
cymectByer B lHTepHeTe. COBepllleHHO HOPMAaJIbHO, YTO OHU XOTAT 3TO YBUJETb,
MPOYEeCTh, YCABIMATh. IIpU 3TOM HYXHO IOMHHTBH, YTO JIOCTYIl K HEXKeJaTeJIbHBIM
MaTepuajiaM MOXKHO JIeTKO 3a0JIOKMpOBaTh MHPH IOMOINM CPEACTB PoOAMTEThCKOTO
KOHTPOJIA.

CoBeThlI 110 6€30IMaCHOCTH JJISA IETEH OT 9 /10 12 JIeT

1. Co3zaliTe CIIMCOK JIOMAITHUX MPaBUJ INocelleHus HTepHET MpHU y4yacTUu JieTed u
TpeOyHTe ero BHITIOJTHEHUS.

2. TpebyiiTe oT Barero pebeHka co6110/IeHIS HOPM HaxO0XK/I€HU 32 KOMIIBIOTEPOM.

3. Habsrogaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAKUTE €My, YTO BbI
0OeCIIOKOUTECH O €r0 OE30IIACHOCTH U BCET/IAa TOTOBHI OKa3aTh €MY ITIOMOIITb.

4. KommbioTep ¢ nogkiatoueHueM B VIHTepHeT J0KeH HaxOAUThCA B 00IIel KoOMHaTe
10/l IPUCMOTPOM POJIUTENIEN.



5. HCHOHLBYﬁTe CpeEACTBA 6JIOKI/Ip0BaHI/IH HeXey1aTeJIbHOT'O KOHTEeHTa KaK JOIIOJIHEHHEe
K CTAaHAaPTHOMY PO/II/ITe)II)CKOMy KOHTPOJIIO.

6. He 3a0pIBaiiTe NpHUHUMATh HEIMOCPEACTBEHHOE Y4yacTHe B IKU3HU peOeHKa,
OecezoBaTh C 1eThMU 00 UX /Ipy3bsxX B VIHTepHeTe.

7. HacrauBaiiTe, 4TOOBI /IETH HUKOT/IA HE COTJIANIAJIFICH HA JIMYHBIE BCTPEUH C APY3bIMH
o lurepHeTy.

8. IlosBossiiTe AeTAM 3aXOJHUThb TOJIBKO Ha caiiTel u3 "Oesioro" CIHMCKa, KOTOPBIH
)
COSJ_IaI;’ITe BMeCTe C HUMH.

9. Ilpuyuyure pgereli HHUKOTZAa HeE BBIJAaBaTh JIMYHYI0 HWHMOPMAIIHIO CPEACTBAMH
BJIEKTPOHHOM TIIOYTHI, YaTOB, CHCTEM MTIHOBEHHOTO OOMEHa COOOIIEeHUSIMHU,
perucTpanuoHHbIX (GopM, JIMUHBIX Tpoduield W IMPU PErucTpaliid Ha KOHKYPCHI B
HNuTepHerTe.

10. [IpuyunTe feTeli He 3arpyskaTh MporpaMMbl 6e3 Bamero paspernenus. OObsCHUTE
UM, YTO OHU MOTYT CJIyUallHO 3arpy3WTh BHUPYCHl WJIH JPyroe HeKeaaTeJbHOe
IporpaMMHOe obecIteueHue.

11. Cospaiite Bamemy pebeHKYy OTrpaHWYEHHYIO YYETHYIO 3aluch /sl paboThl HA
KOMIIBIOTEDE.

12. Ilpuyumurte Barmero pebeHka cooOIIaTh BaM O JIIOOBIX Yrpo3ax WM TPEBOTaX,
cBsA3aHHBIX ¢ VlHTepHEeTOM. HamoMmHuuTe /eTsiM, 9YTO OHU B 0GE€30IACHOCTH, €CJIH CaMU
pacckasaim BaM O CBOMX TPEBOTaX U OMACEHUSAX.

13. Pacckaxure netam o nopHorpadum B IHTEpHEeTE.

14. HacramBaiiTe Ha TOM, 4YTOOBI Je€TH IIPEAOCTAB/ISUIM BaM JIOCTYl K CBOeH
BJIEKTPOHHOU MOYTE, YTOOBI BbI yOE/IMUIIUCH, UTO OHU HE O0IIAIOTCA C HE3HAKOMIIAMM.

15. OObBsAcCHUTE [AeTsIM, 4YTO HeJb3s WCIOJb30BaTh CeTh JJIs XyJUTAHCTBA,
pacrnpocTpaHeHUs CIJIETEH WU YTPO3.

Boapacr aerei ot 13 10 17 JIeT

B 3TOM BO3pacTre MOAPOCTKU aKTUBHO UCIIOJIb3YIOT MOMCKOBBIE MAIIWHBI, IOJIb3YIOTCS
BJIEKTPOHHOU TIOYTOH, CIJIy:kOaMH MTHOBEHHOTO OOMEHa COOOIIEHHAMHU, CKAUUBAIOT
My3BIKy W GUiIbMbl. MasbuyuKkaM B 3TOM Bo3pacTe OoJibIlle MO HPaBYy CMETAaTh BCE
OTPAHUYEHUsI, OHU KAKAYT IPydOOro I0MOPa, a3apTHBIX UTP, KAPTHHOK "J1s1 B3POCJIBIX .
JIEeBOUKM TPEAIIOYUTAIOT OO0ImaThesd B Yarax, I[PH 5TOM OHU Topasno Oosee
YyBCTBUTEJIBHBI K CEKCYaJIbHBIM JJOMOTaTeIbCTBaM B IHTepHeTe.

3a4acTyio B JAaHHOM BO3pacTe POAUTEJIAM yKe BeCbMa CJI0KHO KOHTPOJIUPOBATh CBOUX
JleTel, Tak Kak 00 VIHTepHETe OHU y)Ke 3HAIOT 3HAUUTEJIHHO OOJIbIIIE CBOUX POAUTENIEN.
Tem He MeHee, He OTIIycKaiiTe JieTeil B "cBoOOjHOe maBaHue" 1Mo LHTepHeTY.
CrapaiiTech aKTHBHO Y4acTBOBaTh B 00IIleHN U peOeHKa B IHTEpHeTe.

BaxxHo TmO-TIpeKHEMY CTpPOrO coOJoAaTh ImpaBuiaa HMHTEpHET-0€301acHOCTH -
corJIallleHue MeXKIy POJUTENISIMU U JIeTbMH. KpoMe TOro, HeoOXOAUMO KaK MOXKHO
yarre IIpocMaTPUBATh OTUYETHI O JesaTeIbHOCTU JieTeil B HTepHeTe. CiemyeT oOpaTuTh
BHUMAaHHE Ha HeOOXOJMMOCTh COJIEPKAHUSA POJAUTEIbCKUX TapoJiell (mapoJiei



aMUHHCTPATOPOB) B CTPOTOM ceKpeTe W O0paTUTh BHHMaHHE HA CTPOTOCTh 3THUX
rmapoJien.

CoBerTbl 110 6€30ITaCHOCTH B 9TOM BO3pacTe OT 13 10 17 JIET

1. CozmaiiTe COHCOK JIOMAIIHUX IIPAaBUJI IOcellleHHs VIHTepHeTa NTpU Y4acTUU
MIOZPOCTKOB U TpeOylTe 0e3yCIOBHOTO ero BbINOJIHEeHUsA. OOroBoputre ¢ pebeHKOM
CIIMCOK 3allpelleHHbIX cauToB ("J4epHbIH CcHHUCOK'), 4dackl paboTel B IHTepHere,
PYKOBO/ICTBO 10 0011ieHH0 B VIHTepHETe (B TOM YHCJ/IE B YaTax).

2. KoMmproTep ¢ MOAKIIOUEHHEM K ceTH VHTEpHET MO/KeH HaXOAUTHhCA B OOIIeH
KOMHAare.

3. He 3abbiBaiiTe OecesioBaTh ¢ AeTbMH 00 UX ZIpy3bsAx B MIHTepHETE, O TOM, YeEM OHH
3aHATHI TAKUM 00pa3oM, OyZITO peub HUIET O APY3biIX B peaabHOH ku3HU. CpaninBanTe
0 JIIOAAX, C KOTOPBIMH JEeTH OOIIAI0TCsA IMOCPEACTBOM CIy»KO MTHOBEHHOrO OOMeHa
COOOIIEHUAMU, YTOOBI YOETUTHCS, YTO STH JIFOU UM 3HAKOMBI.

4. Vicnonp3yliTe cpeacTBa OJIOKUPOBAHUA HeKeJaTeJIbHOTO KOHTEHTAa KaK JOIOJHeHe
K CTaH/IapTHOMY Po/iuTessbckoMy KOHTPOJIIO.

5. Heobxogumo 3HaTh, KaKUMH 4YaTaMU IMOJIb3yIOTCA Bamm getu. IloompsiiTe
HCIIOJIb30BaHUE MOJIEPHPYEMBIX YaTOB W HaCTaWBalTe, YTOOBI JIETH He OOIIAIHCh B
MIPUBATHOM peXUMe.

6. HacramBaiiTe Ha TOM, YTOOBI JIETU HUKOI/IA HE BCTPEYAIUCH JIUYHO C IPY3bsIMHU U3
cetu lHTEpHeT.

7. IlpumyunTe pAeTeli He BbBIJIaBaTh CBOIO JIMYHYI0 HWHQOPMAIUIO CpeAcTBaMU
DJIEKTPOHHOUW TIOYTHI, YaTOB, CHCTEM MI'HOBEHHOrO OOMEHa COOOIIEHUSMHU,
perucrpanmoHHbIX (HOpPM, JUYHBIX OPOPUIed U IMPU PETHUCTPAIMU HA KOHKYPCHI B
HNHurepHere.

8. IIpuyuute aeteli He 3arpy;kaThb nporpaMmMmbl 6e3 Barero paspemenusa. O0bsacHUTE
UM, YTO OHHU MOTYT CJIy4allHO B3arpy3uTh BHUPYChl WJIN JIPyroe HeXKeJaTeIbHOe
IporpaMMHoOe obecIieueHue.

9. Ilpuyuure Bamero pebeHka coobOIIaTh BaM O JIIOOBIX yrpo3ax WA TPEBOTaX,
cBsa3aHHBIX ¢ MHTepHeTOM. HamoMmHuTe /ieTsiM, 4TO OHU B 6€30IaCHOCTH, €CJI CaMH
pacckasajii BaM, O CBOMX yrpo3ax WM TpeBorax. IloXBajuTe WX WU IOCOBETYHTE
TIOJIOUTH €eIlle Pa3 B MOI00HBIX CITyYAsIX.

10. Pacckaxkute getsam o nmopHorpaduu B MHTepHeTe. IloMoruTe uM 3al[UTUTHCA OT
cmtama. HayuuTe mOApOCTKOB He BbIZJaBaTh B LVIHTepHETe CBOEro peajibHOIo
2JIEKTPOHHOTO ajipeca, He OTBeYaThb Ha He)KesaTeJbHble IIHCbMa U HCIIOJIb30BaTh
crernajabHble TOYTOBbIE (DUIIBTPHI.

11. [Ipuyuunre cebs1 3HAKOMUTHCA € CAiTaMU, KOTOPbIE OCEMIAIOT HOIPOCTKHU.

12. HayuwnTe /ieTell yBaXkaTh JPYTUX B HHTEPHETE. Y 0€UTECh, YTO OHU 3HAIOT O TOM, UTO
MpaBUJIa XOPOIIEro MOBeIeHU AeNCTBYIOT Be3Je - Ja’Ke B BUPTYaJIbHOM MUPe.

13. O06bsaAcCHUTE AE€TAM, 4YTO HH B KOE€M CiIyda€ HEJ/Ib3d HCIIOJIb30BaTb Cetb JAJIA
XYyJIMTaHCTBA, paCIIpOCTpaHEHUA CIIJIETEH UJIN YI'PO3 APDYTUM JIIOAAM.



14. O6CYI[I/ITe C IIOAPOCTKaMH l'IpO6JI€MI:-I CETEBbIX a3apPTHBIX HUI'D U HUX BO3MOXKHBIHN
PHUCK. HaHOMHI/ITe, YTO AETHU HE MOTYT UI'PATb B OTHU UT'PbI COIJIACHO 3aKOHY.

[TocTOsTHHO KOHTpOJIUpYHTEe HCIOab30BaHue HHTepHeta Bamum pebenkom! to He
HapylleHue ero JIMYHOTO IPOCTPAHCTBA, a Mepa IPeJOCTOPOKHOCTUA M IPOSBJIEHUE
Bamreit poauTeIbCKON OTBETCTBEHHOCTU U 3a00THI.
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